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On 16 May 2019, the Turkish Personal Data Protection Board (KVKK) imposed administrative fines totalling TRY 550,000
(about £81,000) on Hong Kong-based Cathay Pacific Airways for violations of Article 12(1) and Article 12(5) of Turkey’s
Personal Data Protection Law No 6698 (DPL) stemming from a 5 July 2018 data breach that affected an estimated 9.4
million passengers.

Although Cathay Pacific Airways is based in Hong Kong and does not offer flights to or from Turkey, the KVKK found that
the data breach affected 1,286 individuals located in Turkey.  The decision is consistent with the DPL, which in fact
mirrors the provisions of the European Union Directive 95/46/EC.  The DPL, which was enacted on 7 April 2016, originates
from the directive  and is applicable to any party who processes personal data regarding Turkish nationals.

Although Turkey is not an EU Member State, the DPL mirrors the EU General Data Protection Regulation (GDPR), which
was in the process of being enacted at the time Turkey enacted the DPL, and took effect on 25 May 2018. ,  The DPL
and GDPR both govern the processing of personal data defined as ‘any information relating to an identified or identifiable
natural person’ .

The KVKK fined Cathay Pacific TRY 450,000 (£66,000) for violating Article 12(1) of the DPL by taking ‘inadequate’
technical and administrative measures to ensure the security of personal data.  Article 12(1) requires data controllers to
‘take all necessary and organizational measures for providing an adequate level of security in order to a) prevent unlawful
processing of personal data, b) prevent unlawful access to personal data, and c) safeguard personal data’.
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Section 12(1) of the DPL mirrors Article 32 of the GDPR, which requires that:

‘taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of
processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the
[data] controller and the processor shall implement appropriate technical and organizational measures to ensure a
level of security appropriate to the risk'.

The KVKK also fined Cathay Pacific TRY 100,000 (£15,000) for violating Article 12(5) of the DPL by notifying the KVKK of
the data breach on October 25 2018, despite the breach occurring over two months earlier on 5 July 2018.  Article 12(5)
provides that when personal data is ‘acquired by others through unlawful means, the data controller shall notify the data
subject and the Board of such situation as soon as possible’.

Section 12(5) of the DPL mirrors the GDPR’s Article 34, which requires notification of a data breach to affected data
subjects without undue delay, and Article 33, which requires notification of a data breach to the applicable supervisory
authority or the authorities.  However, Article 33 requires data controllers to notify the applicable supervisory authority or
authorities within 72 hours of becoming aware of a data breach, while Section 12(5) less specifically requires notification to
be made ‘as soon as possible’.  The KVKK issued decision No 2019/10 on 24 January 2019, which defined ‘as soon as
possible’ for the purpose of Article 12(5) as 72 hours. Therefore, the KVKK’s interpretation of the DPL is in line with the
GDPR on this issue. 

Although the EU and its Member States that have enacted statutes implementing that GDPR have yet to fine an airline for
violating it, on 8 July 2019, the United Kingdom Information Commissioner’s Office released a notice of intention to fine
British Airways £183.39m for violations of the GDPR involving inadequate data security procedures stemming from a 2018
data breach affecting the personal data of about 500,000 customers.  British Airways is based in and operates flights to
and from the UK.  Nevertheless, it is possible that the GDPR could be extraterritorially applied to a non-EU airline that
services passengers residing in the EU similar to the extraterritorial application of the DPL to Cathay Pacific since the
GDPR expressly:

‘applies to the processing of personal data of data subjects who are in the Union by a controller or processor not
established in the Union, where the processing activities are related to: (a) the offering of goods or services,
irrespective of whether a payment of the data subject is required, to such data subjects in the Union; or (b) the
monitoring of their behaviour as far as their behaviour takes place within the Union'.

Unlike Turkey and the EU, the United States has not enacted any federal statutes or regulations imposing generally
applicable or airline-specific data security or data breach reporting requirements.  Although numerous states, such as
California and Colorado, have enacted statutes imposing data security requirements on businesses that process personally
identifiable information and all 50 states and the District of Columbia have enacted statutes requiring notification of data
breaches, a California State Appellate Court and US District Court both recently held that state data security statutes are
pre-empted as applied to airlines by federal Airline Deregulation Act of 1978.
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